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Discrete log problem
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Discrete logarithm problem (DLP)
Input: p (prime),  g (generator of ℤp*),  a Î ℤp*

Output: r Î ℤp-1 such that g r mod p = a

Example: p = 7, ℤ 7* = {1, 2, 3, 4, 5, 6} = {30, 32, 31, 34, 35, 33} 
(hence 3 is a generator of ℤ 7*)

For a = 6, since 33 = 6, the output should be r = 3

Note: No efficient classical algorithm for DLP is known 
(and cryptosystems exist whose security is predicated on 
the computational difficulty of DLP)

Efficient quantum algorithm for DLP? 
(Hint: it can be made to look like Simon�s problem!)
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DLP similar to Simon’s problem
Clever idea (of Shor): define  f : ℤp-1´ ℤp-1→ ℤp* as 
f (x1 , x2) = g x1 a-x2 mod p   (can be efficiently computed)

We know  a = g r for some r, so  f (x1 , x2) = g x1 – rx2 mod p

When is  f (x1 , x2) = f (y1, y2)?

Thus,  f (x1 , x2) = f (y1, y2) iff  x1– rx2 º y1 – ry2   (mod p–1)

iff (x1, x2)×(1,– r) º (y1, y2)×(1,– r)   (mod p–1)

iff ((x1, x2) – (y1, y2))×(1,– r) º 0  (mod p–1)

iff (x1, x2) – (y1, y2) º k(r, 1) (mod p–1)

ℤp-1´ ℤp-1

(1, - r)

(r, 1)

Recall Simon’s property: f(x) = f(y) iff x–y = kr (mod 2)
© Richard Cleve 2020
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Simon’s problem modulo m

Goal: determine (r1, r2)

Given:  f : ℤm´ ℤm→ T with the property that:

where (r1, r2) is the hidden data
f (x1 , x2) = f (y1, y2) iff  (x1, x2) – (y1, y2) º k(r1, r2) (mod m)

|x2ñ
|x1ñ

|yñ

f
|x1ñ
|x2ñ
|y +f (x1,x2)ñ

The reversible query box for  f  is:

The function arising in DLP can be abstracted to the following 

Not a “black” box, because we can simulate it by 1-qubit  
and 2-qubit gates (and this can be done efficiently) …

where each “wire” 
denotes many qubit 
wires, to represent 
elements of ℤm like: ˚̊˚̊

f

Note: in DLP case, (r1, r2) = (r,1)
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Digression: 
on simulating black boxes
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How not to simulate a black box
Given an efficiently (classically) computable function, over 
some finite domain, such as f (x) = g x1 a-x2 mod p, simulate 
f-queries over that domain

Easy to compute mapping |xñ|yñ|00...0ñ ↦ |xñ|yÅf (x)ñ|g(x)ñ, 
where the third register is �work space� with accumulated 
�garbage� (e.g., two such bits arise when a Toffoli gate is 
used to simulate an AND gate)

If  f is queried in superposition then the resulting state can be 
Sx ax |xñ|yÅf (x)ñ|g(x)ñ can we just discard the third register?

No ... there could be entanglement ...

This works fine – as long as  f is not queried in superposition

© Richard Cleve 2020



8

How to simulate a black box
Simulate the mapping |xñ|yñ|00...0ñ ↦ |xñ|yÅf (x)ñ|00...0ñ, 
(i.e., clean up the �garbage�)

To do this, use an additional register, and:
1. compute |xñ|yñ|00...0ñ|00...0ñ ↦ |xñ|yñ|f (x)ñ|g(x)ñ

(ignoring the 2nd register in this step)
2. compute |xñ|yñ|f (x)ñ|g(x)ñ ↦ |xñ|yÅf (x)ñ|f (x)ñ|g(x)ñ

(using CNOT gates between the 2nd and 3rd registers)
3. compute |xñ|yÅf (x)ñ|f (x)ñ|g(x)ñ ↦ |xñ|yÅf (x)ñ|00...0ñ|00...0ñ

(by reversing the procedure in step 1)

Total cost: around twice the classical cost of computing  f, 
plus n auxiliary CNOT gates 
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Simon’s problem modulo m

|x2ñ
|x1ñ

|yñ

f
|x1ñ
|x2ñ
|y +f (x1,x2)ñ

So now we have an efficient way of implementing the 
reversible black box for  f

OK, so what about a quantum algorithm for this problem?

Reminder: each “thick wire” denotes several qubits, to represent an 
element of ℤm (eg, {0, 1, 2, 3, 4, 5, 6} = {000, 001, 010, 011, 100, 101, 110})

|x2ñ
|x1ñ

|yñ

|x1ñ
|x2ñ
|y +f (x1,x2)ñ˚̊˚̊

f

To get one, we go beyond the Hadamard transform, which 
has been our main tool so far, to …
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Quantum Fourier transform (QFT)
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Quantum Fourier transform

F
m
=
1
m

1 1 1 1 … 1

1 ω ω 2 ω 3  ωm−1

1 ω 2 ω 4 ω 6  ω 2(m−1)

1 ω 3 ω 6 ω 9 … ω 3(m−1)

     

1 ωm−1 ω 2(m−1) ω 3(m−1)  ω (m−1)2

"

#

$
$
$
$
$
$
$
$
$

%

&

'
'
'
'
'
'
'
'
'

where w = e2pi/m (for n qubits, m = 2n)

This is unitary and F2 = H, the Hadamard transform

This generalization of H is an important component of 
several interesting quantum algorithms …
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Quantum algorithm for Simon mod m (1)
f (x1 , x2) = f (y1, y2) iff (x1 , x2) – (y1, y2) º k(r, 1) (mod m)

fF|0ñ
F|0ñ

|0ñ

F†

F†
turns out that the result is a random (s1 , s2) 
such that (s1 , s2)×(r, 1) º 0  (mod m)

The state right after the query is 1

m

X

x12Zm

X

x12Zm

|x1i|x2i|f(x1, x2)i
<latexit sha1_base64="rR+BEeh5Uznrg61rniYn6MFf6bY="></latexit>

Now, if the third register is measured in the computational 
basis then it collapses to some value, and state of the first 
two registers is a superposition of all (x1, x2) that f maps to 
that value, which is a state of the form
1p
m

X

k2Zm

|x1 + kr1i|x2 + kr2i

=
1p
m

⇣
|(x1, x2)i+ |(x1, x2) + (r1, r2)i+ · · ·+ |(x1, x2) + (m� 1)(r1, r2)i

⌘

<latexit sha1_base64="GQA68kT1h1e8xRPr8ciJEEsaYIs="></latexit>
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Quantum algorithm for Simon mod m (2)
1p
m

X

k2Zm

|x1 + kr1i|x2 + kr2i

=
1p
m

⇣
|(x1, x2)i+ |(x1, x2) + (r1, r2)i+ · · ·+ |(x1, x2) + (m� 1)(r1, r2)i

⌘

<latexit sha1_base64="GQA68kT1h1e8xRPr8ciJEEsaYIs="></latexit>

Here is the state again:

The next step is to apply the two inverse Fourier transforms mod m, yielding
⇣
F †
m ⌦ F †

m

⌘ 1p
m

X

k2Zm

|x1 + kr1i|x2 + kr2i =
1p
m

X

k2Zm

F †
m|x1 + kr1iF †

m|x2 + kr2i

=
1

m3/2

X

k2Zm

X

s12Zm

!�s1(x1+kr1)|s1i
X

s22Zm

!�s2(x2+kr2)|s2i

=
1p
m

X

s1

X

s2

 
1

m

X

k2Zm

!�(s1,s2)·((x1,x2)+k(r1,r2))

!
|s1, s2i

=
1p
m

X

s1,s2

!�(s1,s2)·(x1,x2)

 
1

m

X

k2Zm

!�(s1,s2)·(r1,r2)k

!
|s1, s2i

<latexit sha1_base64="+NNRI37oV3N9aE3f9WH8fL4ceB8="></latexit>
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Quantum algorithm for Simon mod m (3)
Note that 1

m

X

k2Zm

!�(s1,s2)·(r1,r2)k =

(
1 if (s1, s2) · (r1, r2) = 0

0 otherwise
<latexit sha1_base64="BuxXue8a8+PQ00h0JdBY+FuhOjw="></latexit>

So the amplitudes of all basis states            where                             are zero (s1, s2) · (r1, r2) 6= 0
<latexit sha1_base64="1qp+TVVv9fzRsJAJGey1SLa7xYE=">AAACNHicbZDLSgMxFIYz9VbrbdSlIMFSqCBlpgq6LLhxWcFeoC1DJj1tQzPJmGQKtXTn07hVfBfBnbj1FTStXdTWA4H/fOf8gfOHMWfaeN6bk1pZXVvfSG9mtrZ3dvfc/YOqlomiUKGSS1UPiQbOBFQMMxzqsQIShRxqYf96Mq8NQGkmxZ0ZxtCKSFewDqPEWBS4x3kd+Gc6KJ42aVuavLKdsh1uCrjHXuBmvYI3Lbws/JnIolmVA/e72ZY0iUAYyonWDd+LTWtElGGUwzjTTDTEhPZJFxpWChKBbo2md4xxzpI27khlnzB4SucdIxJpPYxCuxkR09OLswn8b9ZITOeqNWIiTgwIOs7k5o2QcFCDaIFOPonJg7TY0k7CsZF4kiBuMwXU8KEVhCpmD8O0RxShxuacsYn5i/ksi2qx4J8XircX2ZI3yy6NjtAJyiMfXaISukFlVEEUPaIn9IxenFfn3flwPn9XU87Mc4j+lPP1AzfnqXk=</latexit>

|s1, s2i
<latexit sha1_base64="XkbTxdZbqQUgDxBwzFe6R46AfQU=">AAACJXicbZBLS8NAFIUnPmt8NOrSTbAUXEhJqqDLghuXFewD2hAm05t26GQSZiaFGvtL3Cr+GnciuPKn6KRmUVsPDBy+c+8wc4KEUakc59NYW9/Y3Nou7Zi7e/sHZevwqC3jVBBokZjFohtgCYxyaCmqGHQTATgKGHSC8U2edyYgJI35vZom4EV4yGlICVYa+Vb5UfruufTrfYH5kIFvVZyaM5e9atzCVFChpm999wcxSSPgijAsZc91EuVlWChKGMzMfiohwWSMh9DTluMIpJfNHz6zq5oM7DAW+nBlz+niRoYjKadRoCcjrEZyOcvhf1kvVeG1l1GepAo4mZnVxUVIGYhJtETzSxL8EGusaZgyW8V2Xpk9oAKIYlNtMBFUf8wmIywwUbpYUzfmLvezatr1mntRq99dVhpO0V0JnaBTdIZcdIUa6BY1UQsRlKIn9IxejFfjzXg3Pn5H14xi5xj9kfH1A5KcpUs=</latexit>

Therefore, if the first two registers are measured, the result is a random
subject to the condition that it has dot product 0 with    

(s1, s2)
<latexit sha1_base64="rHCdB0RMDR4yxDj0xQysIpXjvE4=">AAACHXicbZBLS8NAFIUn9VXjq+rSTbAUKkhJqqDLghuXFexD2hAm05t26EwSZiaFGvor3Cr+GnfiVvw1OqlZ1NYDA4fv3DvMHD9mVCrb/jIKa+sbm1vFbXNnd2//oHR41JZRIgi0SMQi0fWxBEZDaCmqGHRjAZj7DDr++CbLOxMQkkbhvZrG4HI8DGlACVYaPVSl55xLr37mlcp2zZ7LWjVObsooV9MrffcHEUk4hIowLGXPsWPlplgoShjMzH4iIcZkjIfQ0zbEHKSbzh88syqaDKwgEvqEyprTxY0Ucymn3NeTHKuRXM4y+F/WS1Rw7aY0jBMFIZmZlcVFSBiICV+i2SUxfow01jRImKUiK6vKGlABRLGpNpgIqj9mkREWmChdqKkbc5b7WTXtes25qNXvLssNO++uiE7QKaoiB12hBrpFTdRCBHH0hJ7Ri/FqvBnvxsfvaMHId47RHxmfPwgSod4=</latexit>

(r1, r2)
<latexit sha1_base64="jT43mQo5zwu9GkKtsi0oXkA9EJU=">AAACHXicbZBLS8NAFIUn9VXjq+rSTbAUKkhJqqDLghuXFexD2hAm05t26EwSZiaFGvor3Cr+GnfiVvw1OqlZ1NYDA4fv3DvMHD9mVCrb/jIKa+sbm1vFbXNnd2//oHR41JZRIgi0SMQi0fWxBEZDaCmqGHRjAZj7DDr++CbLOxMQkkbhvZrG4HI8DGlACVYaPVSF55wLr37mlcp2zZ7LWjVObsooV9MrffcHEUk4hIowLGXPsWPlplgoShjMzH4iIcZkjIfQ0zbEHKSbzh88syqaDKwgEvqEyprTxY0Ucymn3NeTHKuRXM4y+F/WS1Rw7aY0jBMFIZmZlcVFSBiICV+i2SUxfow01jRImKUiK6vKGlABRLGpNpgIqj9mkREWmChdqKkbc5b7WTXtes25qNXvLssNO++uiE7QKaoiB12hBrpFTdRCBHH0hJ7Ri/FqvBnvxsfvaMHId47RHxmfPwSmodw=</latexit>

As with Simon’s problem, we can repeat this process until we have enough 
linear relationships to deduce  (r1, r2)

<latexit sha1_base64="jT43mQo5zwu9GkKtsi0oXkA9EJU=">AAACHXicbZBLS8NAFIUn9VXjq+rSTbAUKkhJqqDLghuXFexD2hAm05t26EwSZiaFGvor3Cr+GnfiVvw1OqlZ1NYDA4fv3DvMHD9mVCrb/jIKa+sbm1vFbXNnd2//oHR41JZRIgi0SMQi0fWxBEZDaCmqGHRjAZj7DDr++CbLOxMQkkbhvZrG4HI8DGlACVYaPVSF55wLr37mlcp2zZ7LWjVObsooV9MrffcHEUk4hIowLGXPsWPlplgoShjMzH4iIcZkjIfQ0zbEHKSbzh88syqaDKwgEvqEyprTxY0Ucymn3NeTHKuRXM4y+F/WS1Rw7aY0jBMFIZmZlcVFSBiICV+i2SUxfow01jRImKUiK6vKGlABRLGpNpgIqj9mkREWmChdqKkbc5b7WTXtes25qNXvLssNO++uiE7QKaoiB12hBrpFTdRCBHH0hJ7Ri/FqvBnvxsfvaMHId47RHxmfPwSmodw=</latexit>

The dot product condition implies that           satisfies the linear relationship(r1, r2)
<latexit sha1_base64="jT43mQo5zwu9GkKtsi0oXkA9EJU=">AAACHXicbZBLS8NAFIUn9VXjq+rSTbAUKkhJqqDLghuXFexD2hAm05t26EwSZiaFGvor3Cr+GnfiVvw1OqlZ1NYDA4fv3DvMHD9mVCrb/jIKa+sbm1vFbXNnd2//oHR41JZRIgi0SMQi0fWxBEZDaCmqGHRjAZj7DDr++CbLOxMQkkbhvZrG4HI8DGlACVYaPVSF55wLr37mlcp2zZ7LWjVObsooV9MrffcHEUk4hIowLGXPsWPlplgoShjMzH4iIcZkjIfQ0zbEHKSbzh88syqaDKwgEvqEyprTxY0Ucymn3NeTHKuRXM4y+F/WS1Rw7aY0jBMFIZmZlcVFSBiICV+i2SUxfow01jRImKUiK6vKGlABRLGpNpgIqj9mkREWmChdqKkbc5b7WTXtes25qNXvLssNO++uiE7QKaoiB12hBrpFTdRCBHH0hJ7Ri/FqvBnvxsfvaMHId47RHxmfPwSmodw=</latexit>

s1r1 + s2r2 ⌘ 0 (mod m)
<latexit sha1_base64="7WVmIbBObHC+BwdWzhR0j+38/sE=">AAACOHicbZBNSwJBGMdn7c3sbatjl0ERgkB2Laij0KWjQb6AyjI7PurgzM42MyuYeO/TdC36Jt26Rde+QM2aB9P+8MCf3/MCzz+MOdPG896czNr6xuZWdju3s7u3f+AeHtW1TBSFGpVcqmZINHAWQc0ww6EZKyAi5NAIh9dpvzECpZmM7sw4ho4g/Yj1GCXGosDN68DHytYZ1kHZujJuw33CRtjD7VjILhaBW/BK3kx41fhzU0BzVQP3u92VNBEQGcqJ1i3fi01nQpRhlMM01040xIQOSR9a1kZEgO5MZr9McdGSLu5JZSsyeEYXNyZEaD0WoZ0UxAz0ci+F//VaielddSYsihMDEZ3miouLkHBQI7FE0yMxeZAWW9pLODYSpyniLlNADR9bQ6hi9jFMB0QRamzWOZuYv5zPqqmXS/55qXx7Uah48+yy6ATl0Sny0SWqoBtURTVE0SN6Qs/oxXl13p0P5/N3NOPMd47RHzlfPxm7qus=</latexit>

A complication is that, if the modulus m is not prime the we are not working 
over a field, so we are outside the framework of linear algebra
For the Discrete Log Problem, m = p – 1 (which is not prime) and (r1, r2) = (1, r)

<latexit sha1_base64="XhTRT0lTwHFFO968ujU5Vd7XWnU=">AAACJ3icbZBLSwMxFIUzPmt9TXXpJlgKLUiZqYJuhIIblxXsA9phyKS3bWgyMySZSi39KW4Vf4070aW/RNM6i9p6IHD4zr0hOUHMmdKO82mtrW9sbm1ndrK7e/sHh3buqKGiRFKo04hHshUQBZyFUNdMc2jFEogIODSD4c0sb45AKhaF93ocgydIP2Q9Rok2yLdzRem7Z9KvlPA1LhpX8u28U3bmwqvGTU0epar59nenG9FEQKgpJ0q1XSfW3oRIzSiHabaTKIgJHZI+tI0NiQDlTeZPn+KCIV3ci6Q5ocZzurgxIUKpsQjMpCB6oJazGfwvaye6d+VNWBgnGkI6zRYWFyHhIEdiic4uicljZLChvYRjHeFZabjLJFDNx8YQKpn5GKYDIgnVptqsacxd7mfVNCpl97xcubvIV520uww6QaeoiFx0iaroFtVQHVH0gJ7QM3qxXq036936+B1ds9KdY/RH1tcPfxCj+g==</latexit>
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Quantum algorithm for Simon mod m (4)
In the context of DLP, we have  

In our mod p – 1 arithmetic, if s1 and p – 1 are coprime (see below) then s1
has an inverse mod p – 1

Moreover, the probability that s1 and p – 1 are coprime occurs is not too 
small (and if it fails on one run then the algorithm can be run again)

(s1, s2) · (r, 1) ⌘ s1r + s2 ⌘ 0 (mod p� 1)
<latexit sha1_base64="VMoETXzQtQwHQYcpPMctrOqhkKQ="></latexit>

If s1 has an inverse then we can solve for r as r = – s2 /s1

Definition: a1 and a2 are coprime if their largest common divisor is 1 (for example, 
12 land 21 are not coprime, since 3 is a common divisor, but 10 and 21 are coprime)

Lemma: if a1 and a2 are coprime then a1 has an inverse modulo a2 

Proof idea: the Extended Euclidean Algorithm implies that if a1 and a2 are coprime 
then there exist integers b1 and b2 such that b1a1 + b2a2 = 1 
(e.g., for 10 and 21, we have (–2)10 + (1)21 = 1)
This implies that  b1a1 = 1 – b2a2 so    
Therefore b1 = a1

–1 mod a2

b1a1 ⌘ 1 (mod a2)
<latexit sha1_base64="DMnNcMPssE6Zzj6vIBQgXKuKTwU=">AAACMXicbZC7SgNBFIZnvcZ4i1qmGQyCVdiNgpaCjWUEkwhJWM5OTpLBmZ11ZjYQlxQ+ja3i06QTWx9CJ3ELjf5w4Oc7Fzh/lAhurO9PvaXlldW19cJGcXNre2e3tLffNCrVDBtMCaVvIzAoeIwNy63A20QjyEhgK7q7nPVbI9SGq/jGjhPsShjEvM8ZWIfCUjkKAwquOnif8hF1JpGql0FYm4Slil/156J/TZCbCslVD0ufnZ5iqcTYMgHGtAM/sd0MtOVM4KTYSQ0mwO5ggG1nY5Boutn8iQk9cqRH+0q7ii2d058bGUhjxjJykxLs0Cz2ZvC/Xju1/fNuxuMktRizSfHo5yKmAvVILtDZkQQelMOO9lNBraKz+GiPa2RWjJ0Bprl7jLIhaGDWhVx0iQWL+fw1zVo1OKnWrk8rF+d5dgVSJofkmATkjFyQK1InDcLII3kiz+TFe/Wm3pv3/j265OU7B+SXvI8vnqapVw==</latexit>
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Quantum algorithm for Simon mod m (5)
Steps that have been shown to be efficiently implementable 
(i.e., in terms of a number of 1- and 2-qubit/bit gates that 
scales polynomially with respect to the number of bits of m):
• Implementation of reversible gate for f
• The classical post-processing at the end

What’s missing?
Implementation of the QFT f modulo m (= p – 1 for DLP)

Here, we’ll just show how to implement the QFT for m = 2n

Shor did this too, and showed that if the modulus is within a 
factor of 2 from  p – 1, by using careful error-analysis, this 
was good enough, though the calculations and analysis 
become more complicated (we omit the details of this)

© Richard Cleve 2020
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Continuing with the 
QFT for m = 2n

© Richard Cleve 2020
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Quantum Fourier transform

F
m
=
1
m

1 1 1 1 … 1

1 ω ω 2 ω 3  ωm−1

1 ω 2 ω 4 ω 6  ω 2(m−1)

1 ω 3 ω 6 ω 9 … ω 3(m−1)

     

1 ωm−1 ω 2(m−1) ω 3(m−1)  ω (m−1)2

"

#

$
$
$
$
$
$
$
$
$

%

&

'
'
'
'
'
'
'
'
'

where w = e2pi/m (for n qubits, m = 2n)

This is unitary and F2 = H, the Hadamard transform

This generalization of H is an important component of 
several interesting quantum algorithms …
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Computing the QFT for m = 2n (1)

H 8

4 8

16

4

32

16

8

4

H

H

H

H

4

ú
û

ù
ê
ë

é
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=
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11

2
1

ú
ú
ú
ú

û

ù

ê
ê
ê
ê

ë

é

=

mπie /2000
0100
0010
0001

H m

Quantum circuit for F32:

Gates:

For F2n costs O(n2) gates

and reverse 
order of qubits 
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Computing the QFT for m = 2n (2)

Some expressions involving binary fractions

e2pi(0.0) = 1,  e2pi(0.1) = –1
e2pi(1.0) = 1,  e2pi(1.1) = –1
e2pi(0.01) = i,  e2pi(0.11) = –i

Binary numbers (base-two representation of integers)
We identify {000, 001, 010, 011, 100, 101, 110, 111} = {0, 1, 2, 3, 4, 5, 6, 7}
Formally, for a = a1a2…an, define (a1a2…an) to be the corresponding integer

Binary fractions (base-two representation of rational numbers)

What are (0.1)?, (0.01), (0.11)?
As in the base-ten case, shifting the radix point left by is equivalent to dividing 
by the base number
Therefore, (0.1) = ½(1.0) = ½, (0.11) = ¼(11.0) = ¼(3) = ¾ (etc)

© Richard Cleve 2020
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Computing the QFT for m = 2n (3)

1. For all a1a2…an ∈ {0,1}n, on input state |a1a2…anñ
the output of the circuit (before reversing the qubits) is

(|0ñ+e2pi(0.a1a2…an)|1ñ)(|0ñ+e2pi(0.a2…an)|1ñ)…(|0ñ+e2pi(0.an)|1ñ)

Exercise: show these two steps in detail

One way on seeing why this circuit works is to show:

2.  And then

(|0ñ+e2pi(0.an)|1ñ)…(|0ñ+e2pi(0.a2…an)|1ñ)(|0ñ+e2pi(0.a1a2…an)|1ñ)
= (|0ñ+ω2n–1(a) |1ñ)…(|0ñ+ω2(a) |1ñ)(|0ñ+ω(a)|1ñ)

= (where ω = e2pi/2n )

= F2n|a1a2…anñ

1p
2n

2n�1X

k=0

!(a)k|ki
<latexit sha1_base64="UjXC1WksE+Tlf34PK3p/aOcnuZo="></latexit>
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Summary of DLP algorithm

fF|0ñ
F|0ñ

|0ñ

F†

F†

Implement f (x) = g x1 a-x2 mod p reversibly
and F2n where 2n-1 < p – 1 < 2n

Execute this circuit:

If the measured results are s1 and s2 where s1 and p – 1 
are coprime then output r = – s2 /s1 mod p – 1 
(otherwise, execute above circuit again)
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Hidden Subgroup Problem framework
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Aside: hidden subgroup problem 
(commutative version)

Let G be a known group and H be an unknown subgroup of G
Let  f : G →T have the property f (x) = f (y) iff x – yÎ H 
(i.e., x and y are in the same coset of H )

Problem: given a black-box for computing  f, determine H

Example 1: G = (ℤ2)n (the additive group) and H = {0,r}

Example 2: G = (ℤp–1)2 and 
H = {(0,0), (r,1), (2r,2), …, ((p – 2)r, p – 2)}

Example 3: G = ℤ and H = rℤ (Shor’s factoring algorithm 
was originally approached this way. A complication that arises 
is that ℤ is infinite. We’ll use a different approach)
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Aside: hidden subgroup problem 
(noncommutative version)

Example 4: G = Sn (the symmetric group, consisting of all 
permutations on n objects—which is not commutative) and 
H is any subgroup of G (and we use left cosets throughout)

A quantum algorithm for this instance of HSP would
lead to an efficient quantum algorithm for the graph 
isomorphism problem …

… alas no efficient quantum has been found for this 
instance of HSP, despite significant effort by many people
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Eigenvalue estimation problem
(a.k.a. phase estimation)
Note: this will lead to a factoring algorithm similar to Shor’s
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A simplified example
U is an unknown unitary operation on n qubits

|yñ is an eigenvector of U, with eigenvalue l = +1 or –1

Output: the eigenvalue l

Input: a black-box for a controlled-U

U n qubitsand a copy of the state |yñ

Exercise: solve this making a single query to the controlled-U
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Generalized controlled-U gates

ú
û

ù
ê
ë

é
U

I
0

0

U

|añ

|bñ

|añ

Ua|bñ

|a1ñ

U

:
|amñ

|a1ñ
:

|amñ
|b1ñ

:
|bnñ

Ua1 …am |bñ
ú
ú
ú
ú
ú
ú

û

ù

ê
ê
ê
ê
ê
ê

ë

é

-12

2

000

000
000
000

m

U

U
U

I

!
"#"""

!
!
!

Example: |1101ñ|0101ñ ↦ |1101ñU 1101|0101ñ
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Eigenvalue estimation problem

U is a unitary operation on n qubits

|yñ is an eigenvector of U, with eigenvalue e2pif

(0 ≤ f < 1)

Output: f (m-bit approximation)

Input: black-box for

U n qubits

m qubits
and a copy of |yñ
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Algorithm for eigenvalue estimation (1)

U|yñ

H
H
H

|0ñ
|0ñ
|0ñ

Starts off as:

↦ (|0ñ + |1ñ) (|0ñ + |1ñ) … (|0ñ + |1ñ) |yñ
= (|000ñ + |001ñ + |010ñ + |011ñ + …+ |111ñ) |yñ
= (|0ñ + |1ñ + |2ñ + |3ñ + …+ |2m -1ñ) |yñ

|00 … 0ñ|yñ

↦ (|0ñ+e2pif|1ñ+ (e2pif)2|2ñ+ (e2pif)3|3ñ+…+ (e2pif)2m–1|2m–1ñ) |yñ

|añ|bñ → |añUa|bñ

|yñ

( )å
-

=

12

0

2
m

x

xi xe fp
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Algorithm for eigenvalue estimation (2)

U|yñ

H
H
H

|0ñ
|0ñ
|0ñ

|yñ

( )å
-

=

12

0

2
m

x

xi xe fp

ú
ú
ú
ú
ú
ú
ú
ú

û

ù

ê
ê
ê
ê
ê
ê
ê
ê

ë

é

--------

-----

-----

-----

=
-

2)1()1(3)1(2)1(

)1(3963

)1(2642

)1(321

1

1
1
1

11111

1
1

MMMM

M

M

M

MMF
wwww

wwww
wwww
wwww

!
"#""""

$
!
!
$ Therefore, when 

f = 0.a1a2…am
applying the inverse
of FM yields f (digits)

FM a1a2…am = e2πi(0.a1a2…am )( )
x
x

x=0

2m−1

∑Recall that 
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Algorithm for eigenvalue estimation (3)

If f = 0.a1a2…am then the above procedure yields |a1a2…amñ
(from which f can be deduced exactly)

But what f if is not of this nice form?

Example: f = ⅓ = 0.0101010101010101…

U|yñ

H
H
H

|0ñ
|0ñ
|0ñ

|yñ
FM

|a1a2…amñ
–1

© Richard Cleve 2020



33

Algorithm for eigenvalue estimation (4)
What if f is not of the nice form f = 0.a1a2…am?
Example: f = ⅓ = 0.0101010101010101…

Let’s calculate what the previously-described procedure does:

( ) ( )å
-

=

-
12

0

21
m

x

xi
M xeF fp å å

-

=

-

=

-=
12

0

12

0

222

2
1 m m

m

y x

xiyix
m yee fpp

å å
-

=

-

=

÷
ø
ö

ç
è
æ +

-=
12

0

12

0

2
2

22

2
1 m m

mm

y x

x
a

i
yix

m yee
dp

p

Let a/2m = 0.a1a2…am be an m-bit approximation of f, 
in the sense that f = a/2m + d , where |d| ≤ 1/2m+1

( )å å
-

=

-

=

-=
12

0

12

0

222

2
1 m m

m

y x

xixyai
m yee dpp

What is the 
amplitude of
|a1a2…amñ ?
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Algorithm for eigenvalue estimation (5)
geometric

series!

The amplitude of |yñ , for y = a is å
-

=

12

0

2

2
1 m

x

xi
m e dp

( )å å
-

=

-

=

-
12

0

12

0

222

2
1 m m

m

y x

xixyai
m yee dppState is:

( )
dp

dp

i

i

m e
e

m

2

22

1
1

2
1

-
-

=

Numerator:
1
e2pid

lower bounded by 
2pd2m(2/p) > 4d2m

Denominator:
1

e2pid2m

upper bounded by 2pd

Therefore, the absolute value of the amplitude of |yñ is at least 
the quotient of (1/2m)(numerator/denominator), which is 2/p
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Algorithm for eigenvalue estimation (6)
Therefore, the probability of measuring an m-bit approximation 
of f is always at least 4/p2 » 0.4

For example, when f = ⅓ = 0.01010101010101… , the outcome 
probabilities look roughly like this:

4
p2

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1000 1101 1110 1111

f
Note: with 2m-qubit control gate, error probability is exponentially small
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